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ABSTRACT 
Information security policy defines the governance and 
implementation strategy for information security in alignment 
with the corporate risk policy objectives and strategies. 
Research has established that alignment between corporate 
concerns may be enhanced when strategies are developed 
concurrently using the same development process as an 
integrative relationship is established. Utilizing the corporate 
risk management framework for security policy management 
establishes such an integrative relationship between information 
security and corporate risk management objectives and 
strategies. There is however limitation in the current literature 
on presenting a definitive approach that fully integrates security 
policy management with the corporate risk management 
framework. This paper presents an approach that adopts a 
conventional corporate risk management framework for security 
policy development and management to achieve alignment with 
the corporate risk policy. A case example is examined to 
illustrate the alignment achieved in each process step with a 
security policy structure being consequently derived in the 
process. It is shown that information security policy 
management outcomes become both integral drivers and major 
elements of the corporate-level risk management considerations. 
Further study should involve assessing the impact of the use of 
the proposed framework in enhancing alignment as perceived in 
this paper.  
 
Keywords: Information security, security management, security 
policy, risk management, risk policy , risk analysis. 
 
1.  INTRODUCTION 
Information security policy is a major element of an 
organisation’s corporate governance and risk management 
strategy [1] [2] [3]. It defines information security program 
goals, assigns responsibilities and sets security control 
requirements [4] [5] that are continually reassessed and updated 
[6] based on evolving corporate business and risk management 
objectives [7] [8] [9]. 
The acknowledged drivers for information security policy 
management include the corporate requirements for ICT risk 
management and governance [10] and regulatory compliance 
[11], and the need for coordinated and integrated policies for 
coherent security management [6].  The requirement for a well-
defined set of information security policies (alternatively 
referred to as security policy in this paper) has been recognised 
to provide clear assurance guidelines for security management 
[12] [6]. The set of information security policies usually 
consists of a hierarchical set of policies composed of an 
overarching policy and subordinate policies to address the 
different levels of control [13]. One representation of a set of 
security policies may be structured according to the 
organisational layers of internal controls [14]. Another 
alternative representation of a set of security policy provides 
categorization according to scope of objectives [9]. 
From these considerations, security policies should be 
developed and assessed in constant alignment with corporate 
business and risk objectives. An underlying requirement is for 
the security policy to have a policy structure that may be 
implemented to address all levels of security control 
requirement. An alignment approach that facilitates the 
development and management of security policy and its policy 
structure to address these issues is required.  
Research studies on business planning (BP) and information 
systems planning (ISP) have presented various integration 
approaches [15] [16] [17] [18] that may be utilized to address 
alignment issues across corporate functions. One such approach 
is the BP-ISP full integration approach [17]. Corporate 
concerns that may benefit from applying the BP-ISP approach 
include information security and corporate risk management. A 
brief review of relevant literature however indicates a limitation 
in information security management methods on the utilisation 
of this approach from a corporate risk - information security 
alignment perspective.  
This paper proposes to address this limitation by first presenting 
an overview of strategic alignment concepts and business 
planning-information systems planning (BP-ISP) integration 
approaches in Section 2. Section 3 briefly discusses the 
limitations of current information security management 
practices in presenting integrative alignment approaches are 
briefly discussed. Section 4 provides a short discussion on how 
the principles and concepts of the BP-ISP full integration 
approach can be applied for an alignment of information 
security policy and corporate risk policy alignment. A step-by-
step process for such an alignment approach is presented in 
Section 5. A case example is provided to illustrate the alignment 
achieved in each process step with a hierarchical security policy 
structure being derived in the process. Finally, Section 6 
provides a summary and some recommendations for future 
study. 
2.  BUSINESS PLANNING AND INFORMATION 
SYSTEMS PLANNING (BP-ISP) ALIGNMENT 
CONCEPTS 
The need for aligning information system plans with business 
plans are well founded in research. Prescriptive [15] [17] and 
empirical studies [19] [20] [21] have established the need for 
aligning information systems planning with business planning 
in ensuring business objectives are met and effective 
information technology investments are made. Research 
findings have also confirmed the existence of evolutionary 
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stages of integrative alignment through four types of business 
planning-information systems (BP-ISP) integration [22]: from 
the first stage of administrative integration, to the second stage 
of sequential integration [15] to the third stage, reciprocal 
integration [16] and finally the last stage of full integration [17] 
[23].   
Administrative integration equates to separate planning between 
BP and ISP whereas sequential planning allows for one-way 
linked planning in which BP provides direction for ISP [15]. 
Two-way linked planning indicates a reciprocal integration 
relationship between BP and ISP wherein ISP provides both 
support and direction to BP [16]. In the last stage of full 
integrated planning [23], an emphasis that information systems 
planning be integrated within business planning to achieve 
alignment is critical. This involves developing both the BP and 
ISP strategies at the same time using the same planning process 
and establishing an integrative relationship between BP and 
ISP. The presence of the alignment mechanisms of content, 
timing and personnel inherent in a full integrative relationship 
[24] provides benefits to organisations as a result of improved 
coordination of information systems plans with business plans 
[19].  
In measuring the nature and degree of alignment, strategic 
alignment models have been developed [25] and related 
alignment components have been proposed [26] to provide 
support for practical applications. Major critical success factors 
have also been defined [27] to assist organisations in 
understanding the requirements for alignment. In assessing the 
stage of alignment maturity between business and Information 
Technology, a five-level maturity model based on the capability 
maturity model developed for software engineering [28] is also 
presented.  
These studies provide important concepts and tools in 
establishing and assessing BP-ISP alignment. Together they 
represent a comprehensive reference base for considering 
practical solutions to alignment issues across corporate 
concerns. Such corporate concerns that may benefit from 
applying these alignment concepts include information security 
and corporate risk management. The BP-ISP theory that is of 
particular importance and is the focus of this paper is the 
utilisation of the concept of the full integration approach from 
an information security-corporate risk alignment perspective.  
The following section presents a brief review of available 
literature on information security management principles and 
practices and their adequacy to support or provide full 
integrative alignment approaches for security policy 
development within a corporate risk management context. 
3.  LIMITATIONS OF INFORMATION SECURITY 
MANAGEMENT PRACTICES ON ALIGNMENT 
APPROACHES 
Organisations refer to information security management 
systems (ISMS) standards and good practice guidelines for 
guidance in implementing information management systems. 
Among the most widely used information security management 
standards are the ISO/IEC 27001 Information technology – 
Security techniques – Information security management systems 
– Requirements [7] (ISO/IEC:27001, 2005), the NIST Generally 
Accepted Principles and Practices for Securing Information 
Technology Systems Special Publication 800-14 [9] (Swanson 
and Guttman, 1996), the IT Infrastructure Library Best Practice 
for Security Management [29] (Cazemier, Overbeek and Peters, 
1999) and the COBIT 4.0 Control Objectives Management 
Guidelines Maturity Models [8] (ITGI:COBIT 4.0, 2005). The 
common perspective for security policy development prescribed 
by these standards is the requirement for security policies to be 
consistently aligned with corporate risk objectives. These 
standards and best practice guidelines however only provide 
suggestive definitions and characteristics of information 
security policies. The standards don’t provide the definition of a 
process approach for policy development and alignment 
approaches [7] [9] [29] [8] and are generally considered 
checklists of security controls defined in generic terms [30] 
(Hone and Eloff, 2002) [31] (Siponen, 2002). 
Several theoretical approaches to security policy development 
based on the ISMS standards and practice guidelines have been 
developed. One theory proposes the alignment of high-level 
information security policy formulation [32] [33] and the 
overall ISMS [34] as part of the IT strategic planning process: 
usually utilising the ISMS-based process concept of the Plan-
do-check (PDCA) cycle [35]. Another theory [2] proposes the 
adoption of the principles of the corporate risk management 
framework [36] [37] [38] for information security management. 
The limitation of these proposals is the lack of a defined 
approach to support the required activity for ensuring security 
policies are aligned with corporate risk management objectives. 
Other proposed security policy development approaches [39] 
[40] [41] provide varying levels of detail and process 
chronology involving the activities of policy development, 
implementation and review. None of these policy development 
proposals however provides for a full integrative approach for 
aligning security policy development within a wider corporate 
risk management context. 
These policy development theories and approaches represent 
either sequential integration which allows for one-way linked 
planning with corporate risk objectives driving the development 
of the security policy or reciprocal integration indicating a two-
way linked planning relationship between security policy and 
corporate risk policy. Utilising these existing policy 
development frameworks do not provide for full integrative 
alignment between security policy development and corporate 
risk management. 
4.  INTEGRATING INFORMATION SECURITY POLICY 
MANAGEMENT WITH CORPORATE RISK 
MANAGEMENT: THE CRP-ISP APPROACH 
A corporate risk policy defines the context for the set of 
objectives, roles, responsibilities and scope for an overall risk 
management process [37]. An organisation generally operates 
within the context of a corporate risk policy best formulated at 
the corporate level with input from business units and approved 
by the board [42].  
Risk management standards offer several approach variations to 
the risk management process. A conventional risk management 
framework process usually consists of four parts [36] [37] [38]: 
1: Risk assessment process (derived from Risk Management 
Policy) 
2: Risk treatment process (facilitating the development and 
implementation of the Risk Mitigation Plans) 
3: Risk communication process (facilitating awareness of the 
Risk Communication Plan) 
4: Risk review and monitoring process (assuring accuracy of 
the overall risk assessment)  
The security strategy should align with corporate risk 
management strategies and objectives [7] and as such may be 
considered in a similar strategic management perspective as the 
corporate risk policy. In this context, the principle of BSP-IS 
integration may be adopted for corporate risk policy (BP) and 
security policy (ISP). One way of establishing this BSP-ISP 
integration is by utilizing the corporate risk management 
framework for security policy management. In the next section, 
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an alignment approach utilising the full integration planning 
concept for security policy development and management with 
corporate risk management is proposed.  
5.  THE INFORMATION SECURITY POLICY (ISP) - 
CORPORATE RISK POLICY (CRP) APPROACH 
At an enterprise level, the process of corporate risk management 
is concerned with weighing policy alternatives in selecting 
appropriate risk assessment, prevention and control options in 
consultation with stakeholders [43]. Information security policy 
as a strategic approach to implementing information security is 
part of these risk policy alternatives that require corporate 
consideration. 
By adopting a corporate risk management framework the 
various security policy-related activities and outputs are fully 
integrated with related elements in the corporate risk activities.  
Alignment is achieved in four successive ways. First, by 
aligning intent and scope of both policies; second by 
coordinating policy roles; third by synchronising processes to 
implement the policies activities; and lastly by maintaining a 
reciprocal feedback mechanism. This integrative relationship is 
diagrammatically presented in Fig. 1.  
 
 
 
 
 
 
 
 
 
 
 
 
Fig.1: Security and Risk Policies Alignment 
In the following paragraphs, the four steps of the corporate risk 
management framework are adapted in defining the process 
activities for security policy management. Each process step 
contains subordinate activities represented in a process diagram 
to show alignment relationships. Double-edged arrows signify 
integrative relationship between activities with the triangle 
arrow pointing to related output. To demonstrate the 
practicability of the approach and illustrate the alignment 
achieved in each step, a case example is taken through the 
process. The case example involves a scenario where a change 
in the organisational risk management policy requires a 
modification in the assignment of roles in incident and disaster 
management.  
Step 1: Security Risk Assessment (Develop information 
security policy) - The security risk assessment step integrates 
with the environmental scanning, risk analysis and risk 
evaluation activities of the corporate risk management 
framework and is presented in Fig 2. Input information for this 
step includes the corporate risk policy and risk register. The 
main objective of the security risk assessment activity is to 
develop the information security policy and its policy structure. 
For the case example, the change in corporate risk policy for 
role assignment might involve information security risk 
management and implementation being coordinated on the 
corporate risk management level instead of being delegated to 
the IT team alone. 
Step1.1: Perform environmental scanning –the context of the 
security risk management process is established in this step. 
Information management and technology assets are classified 
under the categories of people, process and technology. This is 
because IT is considered as an operational risk that may result 
in inadequacies or failure in any of these categories [44]. SWOT 
(strengths-weaknesses-opportunities-threats) analysis [45], a 
tool used in strategic management and business policy 
development, can be employed in environmental scanning for 
developing the information security policy. 
 
Corporate Risk 
Management 
Information Security Policy 
Management 
 
 
Risk Assessment Process 
(Risk Management Policy) 
- Intent and scope 
- Roles statement 
- Process to implement.  
1. Develop risk policy 
2. Develop risk registers 
3. Develop risk controls 
register 
- Evaluation of compliance 
 
 
Step 1 Activities 
1.1 Perform environmental 
scanning 
1.2 Perform security risk analysis 
1.3 Perform security risk 
evaluation 
 
 
 
Output: 
Information Security Policy  
- Intent and scope 
- Roles statement 
- Process to implement 
1. Develop information 
security policy 
2. Develop security risk and 
threat registers 
3. Develop security controls 
register 
- Evaluation of compliance 
Fig. 2: Security Risk Assessment Process  
The information security policy addresses the risk mitigation 
requirements of the people asset category. It represents the top 
layer of the security policy hierarchy and serves as the basis for 
deriving the security procedural policies (developed to protect 
the process assets) in the second layer and the system 
technology policies (designed to protect technology assets) in 
the bottom layer. For existing security policies, this step 
provides a review process for alignment between the security 
policy and the evolving corporate risk objectives. 
Step 1.2: Perform security risk analysis – A security risk and 
threat register based on the categorised assets (people, process 
and technology) is the main output of this activity. In deriving 
the business impact for each risk, the qualitative and 
quantitative techniques used in corporate risk management can 
be adopted. These techniques can include Bayesian and Monte 
Carlo analysis techniques [46]. 
Step 1.3: Perform security risk evaluation – In this step, the 
required security subordinate policies and controls related to the 
process and technology assets are identified. It is to be noted 
that this approach in developing security controls ensure that 
security implementation is policy-driven and not technology-
driven. The top-layer information security policy provides the 
direction for the development of the procedural security policies 
that address the process asset-related risks in the middle layer of 
the policy hierarchy. From the security procedural policies are 
derived the security systems technology policies in the bottom 
layer that provide system-specific controls to mitigate the 
technology-related risks and vulnerabilities. Useful techniques 
for evaluating risks involve group decision-making employing 
the Delphi technique [47] and deriving decision trees to arrive at 
resolutions by quantifying risks [48] [49]. 
   
 
 
Information 
Security 
Policy 
 
Policy Elements Policy Elements 
 
 
Risk Policy 
Process to 
implement 
policy 
 
Policy 
Evaluation  
Process to 
implement 
policy 
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Coordinate
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In the case example, any change in the assignment of roles in 
incident and disaster management contained in the corporate 
risk policy is a direct input to the updating of the information 
security policy on security incident management 
responsibilities. The alignment of roles and responsibilities 
between corporate risk policy and information security policy at 
the top layer of the security policy hierarchy is achieved. Issues 
in duplication or gaps in role assignment for disaster and 
incident risk mitigation are addressed.  
Step 2: Security Risk Treatment (Implement Information 
Security Policy) – Inputs from corporate risk activity consist of 
the risk mitigation plan, the risk communication plan and the 
risk review and monitoring plan. The objective of the security 
risk treatment activity, shown in Fig. 3, is to implement the 
information security policy through the information security 
plan. In developing the information security plan which details 
the implementation strategy for the information security policy, 
useful strategic management and business policy development 
tools include the SWOT analysis [45], and the process life cycle 
Plan-Do-Check-Act (PDCA) method [35].  
 
Corporate Risk 
Management 
Information Security Policy 
Management 
  
 
Risk Mitigation Plan  
- Program of projects 
- Timeline and schedule of 
activities 
- Budget and resource plan 
Risk Communication Plan 
Risk Review and 
Monitoring Plan 
 
 
 
 
Step 2 Activities 
2.1 Develop information security 
plan 
2.2 Develop security 
communication plan 
2.3 Develop security review and 
monitoring plan 
2.4 Implement information security 
plan 
- Monitor implementation 
- Manage any change in security 
risk management objectives 
    - Complete implementation 
 
 
 
Output: 
Information Security Plan 
- Program of projects 
- Timeline and schedule of 
activities 
- Budget and resource plan 
Information Security 
Communication Plan 
Information Security Review 
and Monitoring Plan 
Fig. 3: Security Risk Treatment Process 
Step 2.1: Develop information security plan - In developing 
the information security plan, the mitigating controls contained 
in the security control register are finalised and drawn into a 
program set of initiatives or projects. The information security 
plan provides the implementation approach for new security risk 
treatments, additional controls or modifications to current 
security controls. Major input for this step is the risk mitigation 
plan with direct reference to the program of projects defined in 
the corporate risk mitigation plan. This referencing provides the 
synchronisation between the development activities of the 
corporate risk mitigation plan and that of the information 
security plan. A major element of the information security plan 
is the implementation plan for the information security policy 
and its subordinate policy structure (developed in Step 1) and 
the interconnected security controls. 
Referring to the case example, the change in role assignment in 
the information security policy (people asset) will be reflected 
on the procedural security policy and implementation for 
disaster management (process asset) and incident reporting. In 
conjunction, this is followed by the modification of the security 
system policies (technology asset) for the deployment of a 
virtual private network or firewall system to facilitate the access 
requirements based on the new assignment of roles. This 
interconnected nature of development and modification of the 
security policies in the hierarchy derived for the case example to 
facilitate business impact may be similar to the diagram shown 
in Fig. 4. Diagram arrows indicate the influential flow that may 
be affected by any change in the strategic policy element 
(people aspect) on the subordinate policies (process and 
technology aspects). 
 
 
Fig. 4: Example of Information Security Policies Hierarchy 
Structure 
Step 2.2: Develop security communication plan - The 
security communication plan provides the approach for 
information dissemination with the objective to gain consensus, 
support and commitment of resources for the information 
security policy and plan across the corporate management 
environment. Communication includes regular reporting to 
stakeholders both internal and external to the organisation.  
Step 2.3: Develop security review and monitoring plan - The 
security review and monitoring plan details the methods, 
procedures and monitoring timeline to assess and review the 
effectiveness of the security policies and controls. Review and 
assessment provides a corporate assurance in the adequacy of 
the policy implementation to meet security risk mitigation 
requirements. 
Step 2.4: Implement Information Security Plan - The 
deliverable output of this activity is the completion of the 
implementation of the program set of projects detailed in the 
information security plan. This entails the propagation of the 
security procedures and security technologies required by the 
information security policy. 
When applied to the case example where roles have been 
modified, Step 2 ensures that the information security 
management and program of activities are defined based on the 
modified roles statements contained in both the corporate risk 
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Intent and scope 
Roles 
Process to implement 
Evaluation of compliance
PROCESS 
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policy 
Disaster 
management 
Incident 
handling 
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Separation of duties policy 
Staff awareness policy 
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Security 
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Security Management 
Logs audit policy Encryption policy 
Network 
Management 
Firewall policy 
Virtual private 
network policy 
Platform Management 
Authentication policy 
Content filtering 
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Web access policy 
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policy and the information security policy. Any modification in 
the corporate risk mitigation plan as a result of the role 
assignment change is reflected in the information security plan 
consistently in a timely manner and alignment between 
corporate risk implementation of activities and information 
security policy plan is ensured.  
Step 3: Security Risk Acceptance and Communication 
(Communicate Information Security Policy) - The objective of 
this step is to communicate the information security policy and 
the information security plan. The relevant input is the corporate 
risk communication plan. Correlating the communication plans 
of corporate risk management with information security policy 
management as shown in Fig. 5 provides consistent and 
accurate information regarding risk mitigation activities. The 
exchange of information and reporting also helps identify any 
gap or duplication in activities. 
 
Corporate Risk 
Management 
Information Security Policy 
Management 
 
 
Risk Communication Plan 
- Awareness sessions 
- Training 
-  Reporting 
 
 
Step 3 Activities 
3.1 Implement Communication 
plan 
3.2 Monitor implementation 
3.3 Complete 
implementation 
 
 
 
Output 
Information Security 
Communication Plan 
-  Awareness sessions 
-  Training 
- Reporting 
Fig. 5: Security Risk Communication Process 
Step 3.1: Implement communication plan - The information 
distribution approach detailed in the security communication 
plan is undertaken in direct relationship with the corporate risk 
communication plan.  Groups that may be involved in the 
communications plan for both information security and 
corporate risk management are able to coordinate consistently 
and in alignment eliminating any duplication in effort and gaps 
in the implementation.  
Step 3.2: Monitor implementation - regular content review 
and monitoring of the reporting and publishing of information is 
undertaken to provide updated and accurate information in all 
phases of the information security policy management. Arising 
out of this monitoring activity will be any adjustments that may 
need to be undertaken to ensure that accurate and complete 
information is provided. 
Step 3.3: Complete implementation and sustain 
communication - Communication of the information security 
policy is an activity that is maintained to provide update on 
what ever change is made in the security policy. An essential 
part of the communication strategy is the gathering and 
consolidation of feedback emanating from both corporate risk 
management and information security as input information for 
policy revision and improvement in implementation. 
In the case example where roles have been modified, this step in 
the security policy management process ensures that the 
communication and acceptance of both the corporate risk 
management program of activities and the information security 
policy and plan of activities are consistent and aligned. Role 
assignments for information dissemination are clarified and 
consistently maintained. There is a single point of information 
in communicating information and gaps or inconsistencies are 
minimised if not eliminated. Alignment between corporate risk 
communication and information security policy communication 
is ensured.  
Step 4: Security Risk Review and Monitoring (Review and 
monitor Information Security Policy) - In developing the 
approach for policy review and assessment, the corporate risk 
review and monitoring plan provides important input details 
regarding performance measurement methods and metrics to 
meet corporate risk management objectives. 
The results from monitoring and review in this step will indicate 
the efficiency and effectiveness of the security policies in 
addressing the security risk mitigation objectives. Fig. 6 
presents the related inputs, outputs and processes. 
Step 4.1: Implement review and monitoring plan - the 
security policy is continually updated to align with the evolving 
corporate risk management objectives. In conducting the 
monitoring and review activity as prescribed in this step, 
feedback information from the corporate risk assessment 
exercise provides critical input that is often overlooked. Target 
key result areas between corporate risks and information 
security risks are maintained in alignment. Review and 
assessment may be undertaken utilising the Balanced Scorecard 
approach [50] used in strategic management planning. 
 
Corporate Risk 
Management 
Information Security Policy 
Management 
 
 
Risk Review and 
Monitoring Plan 
- Key result areas 
- Performance 
measurement metrics 
- Reporting 
 
 
Step 4 Activities 
4.1 Implement Review and 
monitoring plan 
4.2 Monitor implementation 
4.3 Complete implementation 
 
 
 
Output 
Information Security Policy 
Review and Monitoring Plan 
- Key result areas 
- Performance measurement 
metrics 
- Reporting 
Fig. 6. Security Review and Monitoring Process 
Step 4.2: Monitor implementation – monitoring is conducted 
during the review and assessment activities to foster the sharing 
of resultant outputs between the corporate risk review and the 
security policy review. The results can be shared, consolidated 
and summarised to provide a better strategic view of the overall 
risk mitigation activities. 
Step 4.3: Complete implementation – completing 
implementation of the review process for each policy 
development cycle provides the basis for the next round of 
policy development activities.  Coordinating and correlating 
lessons learned for the security policy review process with that 
of the corporate risk policy review activities facilitates meeting 
the organisational risk mitigation objectives. In reviewing next 
steps in security strategy planning, real options approach to 
security investment portfolios may be considered [51]. 
For the case example, Step 4 ensures that the review and 
assessment of corporate risk management program of activities 
are defined based on the modified roles statements contained in 
both the corporate risk policy and the information security 
policy. Alignment between assessment and review activities 
between corporate risk and information security policy plan is 
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ensured providing a more meaningful analysis of review 
findings.  
6. Conclusion 
Utilising current policy frameworks that lack integrative 
alignment approaches for security policy development can 
result in the development of weak security control procedures 
representative of an unstructured checklist of security controls. 
Resultant security policies are developed without the 
understanding of their relationship to corporate risk objectives 
to substantiate the requirement for functionality and value of 
such security policies and controls.  Security policies are 
rendered as IT-focused initiatives with little reference to wider 
corporate risk objectives. Ultimately, as observed in previous 
studies [27], corporate management considers matters relating 
to information security to be mainly technical issues under the 
domain of information technology and commonly delegated to 
the Information Technology department rather than as a 
corporate governance concern. 
The adoption of a common development and management 
framework for security policy and risk policy can result in an 
alignment approach that establishes an integrative relationship 
between these two corporate concerns. Through the use of a 
case example, it is clear that information security policy 
management outcomes become both integral drivers and major 
elements of the corporate risk policy, thus facilitating the 
development of the security policy structure. Alignment is 
maintained as processes are correlated and standardised every 
step of the way.  
A key advantage of this approach over existing security policy 
development frameworks is that the alignment between 
corporate risk issues and information security risk management 
through security policies is central. A meaningful security 
policy structure connecting corporate-level security 
requirements with subordinate security procedures and 
technologies is created and provides better understanding of the 
dependency aspects of the people, process and technology 
categories of organisational assets. This approach ensures a 
policy-driven implementation of the information security. 
As the scope of this paper is limited to the development of the 
conceptual approach for security policy alignment, further study 
should involve assessing the impact of the use of the proposed 
framework in enhancing alignment, possibly through the use of 
the Strategic Alignment Model (SAM). Another opportunity for 
future research may also involve developing a security policy 
assessment model to gauge the efficiency and effectiveness of 
the security policy set derived from the use of the proposed 
conceptual approach.  
In the areas of strategic planning and corporate governance, 
further studies may include exploring the adoption of BP-ISP 
theories for developing alternative full-integration perspectives 
on developing security policies within the strategic planning 
process exemplified in the ISP-CRP approach proposed in this 
paper.  
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